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Digital evidence in criminal matters
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Synopsis:

Undoubtedly, the transformation witnessed in the structure of crime, and the
accompanying difficulties in keeping pace with traditional investigative
procedures, have forced legislators to consider new, advanced mechanisms capable
of containing this transformation by controlling crime, both in its tangible and
intangible dimensions, and by providing credibility and transparency to criminal

investigations. Consequently, consideration has begun to be given to digital
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evidence and its relationship to criminal material, as it is a crucial element not only
in cybercrimes, but also in all forms of deviation based on digital tools. Digital
evidence is a collection of tangible and intangible facts linked to intangible data
that are compatible with criminal investigation procedures. Digital evidence is
linked to two aspects: either the perpetrator, such as investigation under a
pseudonym or identifying the perpetrator's location, or the crime scene, such as
computer data, spyware, and other procedures. In general, whether digital
evidence is linked to one aspect or another, it continues to generate debate in the
legal arena regarding the procedures for accessing digital evidence and the
protection of individual rights and freedoms, especially in the absence of a legal

framework governing the process of obtaining digital evidence.

Key words: Digital evidence, intangible data, criminal investigation

procedures.

57



., gt ! ks “y
‘-("‘mm!swnmf ~

1\9\‘\\v“/\ L
»

P & J"’Q;w/‘
A0lazEYlg 46 g3l Cslualyl) o yiall Alseal P 3 2025 i 19 sasll
ISSN(P) : 1142-2489 REMEIJE ISSN(E) : 3085-4555
Numéro 19, AOUT 2025 Revue Marocaine des Eudes Juridiques et Economiques
tdadle

gl Slidsd) Jaas (3 A0l apl Olb s )l Ol d oS 3 U et dons Bad ) A5V sl
9o LS axall Jom thene A1 ek By, iSOV ) 522y JLy W) Moy Bdeo gl SUL 0SS L UL
(Y el 8y (RS Al iy ol tgl) of s n B 8 s 20,0 B3l FB ol sl
sle connl Qb Laeliall L3V se 2dladl Wil wady (Sl Cslbly (i iSIY) Syl al g
S s b e o) Ol Y1 a3 b g S Aol L) i) e & Aol Zad ) 2V
dorl o sy V) Sl iy B S Dbl G Ogled s sl i L say camls La Sy
pladly oY) lllazeg B guad plis! oo sl SLA Bl (o B9l 89,0 o BB ) BSLH A5 L) gl
el

S Gl 3 B I s Y1 3 o) UL sds NS e Ssss

e (DoY) j521) ol B e ) sall aatlias Olyy w30 L 350l ad Vol Ly g S L
(W1 s21) & (i) Ll Blissal fod (2w OF

il B3l G aall ) date 1 JgY1 ye)

ol Y e ey Sladl sgen deo] L [@aaaEL i ak L sl by e ) e
JIUN OB (Lo Jip Y Caped) s 087 13]5 L Lgrde gilice adly i o)y BLasSY 09l Leabiy ) LY
@l o8 e JWlg W i) Dy ole a3 gy o (bt ) ptelite e ggdaS e Olgdy o3l

Sladl psdly diied sier ) o JS e bl Sl S e ) ok dy B B A L )
o S S Wl e e el BiseS S S8 ol pde e o)1 e paeieS (3 ) s 1S
3 Al Slgsl psd) ez ) SLAV ST a 1Ko IS Sy s g i SY1 i Lo o il (3 0LV
e dso ) femme

sy e Jeds g sy o el Bl ol Ws o &) el ol gkl e aad ) AN

" DOMAT Jean., Les lois civiles dans leur ordre naturel (1689), Paris, p. 204.

58



_.(.’;\.'di St
jﬁg‘\\\\“wlwu ,;:.‘,, .
L8y 40 N luwlydl) du yied! dloead! 1 VN 2025 it <19 duall
ISSN(P) : 1142-2489 REMEIJE ISSN(E) : 3085-4555
Numéro 19, AOUT 2025 Revue Marocaine des Eudes Juridiques et Economiques

o 2k BT 3 A SN Y S ey Rssl i Y1 s & S T ) K 3 sl
Al Bl e St bl s 3 sl ol wlidedl 3 sde (39580) Ges ol SbL)
Sl e pals e L 05 e W gl bl abliag sually et Bl of Sl Loy 370y
LB e olas Jem ol 85> legles ol oSREL by e (bL) o 3T ol ) BLOYL ccimY) e
wlasil Jom Sloghas e Jgad of 35 Bgn o 5Ll Slidioedl) (3 Byg0 SUL e sVl 0da 0S5 L WL
el Yl

il Slel Y1 3 Lpalsnal (K6 Sloglas (6T mn 8ley 13l JLb) GLdl (3 2l ) A1 06 (1iSiag
leag aall oLV e Wl pb o Bl obial) mem e B0 W) 0Say daseill ) (3 bl of LY
il G (3 aaad) Ll a2y dpldl e il iy Ll y Laa @ gl clamdly pusinnd) liley
e o) B OB clglamdle (S ) B e 8ale A Lo e gl U e Bl oV S
L) Jyosl DL Gan (3 Maag 1502 Longin bnd by (o3le 58 Jle (3 242 4 A1 0 Loges

W il dols (398 [Cas Sloglall sds Ll Lealpm) g g delsdl) Wl 5> Siy s 3,
w\oiw.yﬁuﬁfufaﬂ,ﬁ;o@%ﬂu@@J&gu@@jma@uﬁ;wm@@w}\
S Lpeads 5 Lgbdmg 23 Y 5 S ol ) BLoYU L Lehaioy Y1 i Bigno o i SULA 301
Lo L dyeyl Jogt B0 (356

el WY1 e asls aked 2 poitlay o O ket ad 3 Lk b S cdazal LY s 3
Jiod 3l gl aBsn Ol Ob 28 el G sl BB s e 3EW cad) O b s ade ol
iadll Y 3 U 1 slasal G o adey LebLa 5t ez Y R3S s OF LS o 8 domiiall
o) 8513 (3 B39 ST g Ldle bl dmidial) p des Belb z o oYL Sl 093 Biiall fied

S eeeSU gl

1 . . . . . . ’ S
Communication de UE. Fiche d'information, Questions et réponses : mandat pour la coopération entre

I'UE et les Etats-Unis en matiére de preuves électronique. http://europa.eu/rapid/press-rel.

> TGI Paris, 17e ch., 10 avr. 2013, James H. ¢/ Lionel D. : www legalis.net.
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Le Cloud Computing " ou " informatique en nuage, la pratique consistant a utiliser des serveurs

informatiques a distance héberger dans des centres des donnes connecté a 'internet pour stocker et traiter
des donnes plutdt qu’un serveur local ou un ordinateur personnel, dictionnaire of the internet oxford

université press.

* Convention sur la cybercriminal le 23 Novembre 2001 et le Protocoled additional  ladies convention,

https://www.sgg.gov.ma/Portals/0/lois/ Convention-cyberciminalite_
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"cloud" Informatique en nuage modeéle d’organisation informatique permettant l'accés a des= =ressources

numériques dont le stockage est externalisé sur plusieurs serveurs.

https://www larousse.fr/dictionnaires/francais/fadette/ 186905
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